
CrowdswapLock

Staking

Smart Contract Security Audit

Prepared by ShellBoxes

Jan 10th, 2024 - Jan 15th, 2024

Shellboxes.com

contact@shellboxes.com

https://audit.shellboxes.com
mailto:contact@shellboxes.com


Document Properties

Client Crowdswap

Version 1.0

Classification Public

Scope

Repository Commit Hash

https://github.com/CrowdSwap/
Opportunities/tree/BLOC-2596

a3197a2a13fb5333f787c41162d8d257b5a1b8d1

Re-Audit

Repository Commit Hash

https://github.com/CrowdSwap/
Opportunities/tree/BLOC-2596

23e15ce0dbaf0a78d6df8b483df54eeb1887ed02

Contacts

COMPANY EMAIL

ShellBoxes contact@shellboxes.com

2

https://github.com/CrowdSwap/Opportunities/tree/BLOC-2596
https://github.com/CrowdSwap/Opportunities/tree/BLOC-2596
https://github.com/CrowdSwap/Opportunities/tree/BLOC-2596
https://github.com/CrowdSwap/Opportunities/tree/BLOC-2596
mailto:contact@shellboxes.com


Contents

1 Introduction 5

1.1 About Crowdswap . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5

1.2 Approach&Methodology . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5

1.2.1 RiskMethodology . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6

2 FindingsOverview 7

2.1 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7

2.2 Key Findings . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7

3 FindingDetails 9

SHB.1 ChangingAPR for Existing Staking PlansCanAffect Users’ Rewards . . . . 9

SHB.2 Multiple Front-Running Vulnerabilities in Transactions . . . . . . . . . . . . 10

SHB.3 Potential Locking of Funds due to whenNotPaused Modifier in withdraw

Function . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15

SHB.4 Inadequate Parameter ValidationAcrossMultiple Functions . . . . . . . . 16

SHB.5 Inconsistency in PlanUniqueness Validation for updatePlan Function . . . 18

SHB.6 Potential Precision Loss in Fee andRewardCalculations . . . . . . . . . . . 19

SHB.7 Potential Denial of Service (DoS) RiskDue to Iterative Searches . . . . . . 21

SHB.8 MismatchBetween TheCode andDocumentation . . . . . . . . . . . . . . . 23

4 Best Practices 25

BP.1 Redundant Variable in _createStake Function . . . . . . . . . . . . . . . . . 25

BP.2 Redundant ID Field in Plan Struct . . . . . . . . . . . . . . . . . . . . . . . . . 26

BP.3 Redundancy andPotential Inconsistency in InvestmentInfo Struct . . . . . 27

BP.4 Redundancy of hasStakedMapping . . . . . . . . . . . . . . . . . . . . . . . 28

BP.5 Redundancy of planCounterwithMapping-basedPlanStorage . . . . . . . 29

BP.6 Inefficient Order of Operations and Potential Optimization in createPlan

Function . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 30

BP.7 Optimizing Plan Existence Check in updatePlan Function . . . . . . . . . . . 31

BP.8 Redundant TokenArgument in Functions . . . . . . . . . . . . . . . . . . . . 33

BP.9 Unnecessary _maxParameter inwithdrawFunction . . . . . . . . . . . . . 34

BP.10 Redundant Check for Archived Stake inwithdrawFunction . . . . . . . . . 35

BP.11 Improving Clarity andCleanCode by Converting _planExists to aModifier . 36

BP.12 Introduce aDedicatedDeactivation Function for Plans . . . . . . . . . . . . 37

3



5 Tests 39

6 Conclusion 41

7 Scope Files 42

7.1 Audit . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 42

7.2 Re-Audit . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 42

8 Disclaimer 43

4



1 Introduction

CrowdswapengagedShellBoxestoconductasecurityassessmentontheCrowdswapLock

Staking beginning on Jan 10th, 2024 and ending Jan 15th, 2024. In this report, we detail our

methodical approach to evaluate potential security issues associated with the implemen-

tationof smart contracts, by exposingpossible semantic discrepanciesbetween thesmart

contract code anddesign document, and by recommending additional ideas to optimize the

existing code. Our findings indicate that the current version of smart contracts can still be

enhanced further due to the presence ofmany security and performance concerns.

This document summarizes the findings of our audit.

1.1 About Crowdswap

CrowdSwap is a cross-chain opportunity optimization and automation platform. It aims to

reachmass adoption in crypto for every human being and overcome actual problems that

reside froma fast-growing business space like DeFi.

Issuer Crowdswap

Website https://crowdswap.org

Type Solidity Smart Contracts

Whitepaper CrowdswapWhitepaper

AuditMethod Whitebox

1.2 Approach&Methodology

ShellBoxes used a combination of manual and automated security testing to achieve a

balance between efficiency, timeliness, practicability, and correctness within the audit’s

scope. While manual testing is advised for identifying problems in logic, procedure, and

implementation, automated testing techniques help to expand the coverage of smart

contracts and can quickly detect code that does not complywith security best practices.
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1.2.1 RiskMethodology

Vulnerabilities or bugs identified by ShellBoxes are ranked using a risk assessment tech-

nique that considers both the LIKELIHOOD and IMPACT of a security incident. This frame-

work is effective at conveying the features and consequences of technological vulnerabili-

ties.

Its quantitative paradigmenables repeatable and precisemeasurement,while also re-

vealing the underlying susceptibility characteristics that were used to calculate the Risk

scores. A risk level will be assigned to each vulnerability on a scale of 5 to 1, with 5 indicat-

ing the greatest possibility or impact.

− Likelihood quantifies the probability of a certain vulnerability being discovered and

exploited in the untamed.

− Impact quantifies the technical and economic costs of a successful attack.

− Severity indicates the risk’s overall criticality.

Probability and impact are classified into three categories: H, M, and L, which corre-

spond to high,medium, and low, respectively. Severity is determinedbyprobability and im-

pact and is categorized into four levels, namely Critical, High,Medium, and Low.

Im
p
a
c
t High Critical High Medium

Medium High Medium Low

Low Medium Low Low

High Medium Low

Likelihood
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2 FindingsOverview

2.1 Summary

The following is a synopsis of our conclusions from our analysis of the Crowdswap Lock

Staking implementation. During the first part of our audit, we examine the smart contract

source code and run the codebase via a static code analyzer. The objective here is to find

knowncodingproblemsstaticallyand thenmanually check (rejectorconfirm) issueshigh-

lighted by the tool. Additionally, we check business logics, system processes, and DeFi-

related componentsmanually to identify potential hazards and/or defects.

2.2 Key Findings

In general, these smart contracts are well-designed and constructed, but their

implementation might be improved by addressing the discovered flaws, which include 1

critical-severity, 2 high-severity, 4medium-severity, 1 low-severity vulnerabilities.

Vulnerabilities Severity Status

SHB.1. Changing APR for Existing Staking Plans Can

Affect Users’ Rewards

CRITICAL Fixed

SHB.2. Multiple Front-Running Vulnerabilities in

Transactions

HIGH Fixed

SHB.3. Potential Locking of Funds due to whenNot-

PausedModifier inwithdrawFunction

HIGH Fixed

SHB.4. Inadequate Parameter Validation AcrossMul-

tiple Functions

MEDIUM Fixed

SHB.5. Inconsistency in Plan Uniqueness Validation

for updatePlan Function

MEDIUM Fixed

SHB.6. Potential Precision Loss in Fee and Reward

Calculations

MEDIUM Fixed
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SHB.7. PotentialDenialofService (DoS)RiskDue to It-

erative Searches

MEDIUM Fixed

SHB.8. Mismatch Between The Code and Documenta-

tion

LOW Fixed
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3 FindingDetails

SHB.1 Changing APR for Existing Staking Plans Can Affect

Users’ Rewards

• Severity : CRITICAL

• Status : Fixed

• Likelihood : 3

• Impact : 3

Description:

The updatePlan function allows the contract owner to update the attributes of a staking

plan, including the APR (Annual Percentage Rate). If the owner decides to change the APR

for an existing staking plan, it can affect users who have already staked tokens based on

the previous APR. Their rewards will be calculated based on the new APR, which may not

alignwith their original expectations.

Files Affected:

SHB.1.1: LockableStakingRewards.sol

295 plans[_planId] = Plan(

296 _planId,

297 _newDuration,

298 _newApr,

299 _newDefaultApr,

300 _newActive,

301 true

302 );

Recommendation:

When the owner updates the APR for an existing staking plan, consider implementing a

mechanism to ensure that userswho have already staked tokens under that plan continue
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to earn rewards based on the original APR they agreed towhen staking. One approach is to

introduce a snapshotmechanism that records the APR at the time of the user’s stake. This

snapshot can be used to calculate rewards for existing stakers, even if the plan’s APR is

updated later.

Updates

The teamhasmitigated the risk by removing the updatePlan function.

SHB.2 Multiple Front-Running Vulnerabilities in

Transactions

• Severity : HIGH

• Status : Fixed

• Likelihood : 2

• Impact : 3

Description:

The withdraw, extend, and stake functions in the LockableStakingRewards contract are

susceptible to front-running attacks. These vulnerabilities arise due to the mutable

nature of key parameters (feeInfo.unstakeFee, feeInfo.stakeFee, and plan.duration) that

can be changed by the contract owner. In withdraw and extend, the issue lies with the

potential alteration of fee amounts between the initiation and execution of a transaction. In

stake, the vulnerability is related to the potential change in plan duration.

• In withdraw and extend Functions: A malicious actor or the contract owner can ob-

serve a pending transaction and increase the fee values (unstakeFee or stakeFee),

leading to users paying higher fees than expected.

• In stake Function: The plan duration can be modified by the owner after a user initi-

ates a staking transaction, but before it is executed, potentially locking user funds for

longer than intended.
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Files Affected:

SHB.2.1: LockableStakingRewards.sol

313 /**

314 * @param _planId The id of a specific plan

315 * @param _amount The amount to stake

316 */

317 function stake(

318 uint256 _planId,

319 uint256 _amount

320 ) external nonReentrant whenNotPaused validPlanId(_planId) {

321 require(

322 _amount > 0,

323 "LockableStakingRewards: Staked amount must be greater than

↪→ 0."

324 );

325

326 _transferTokenFromTo(

327 stakingToken,

328 msg.sender,

329 payable(address(this)),

330 _amount

331 );

332

333 //Decrease fee

334 (_amount, ) = _deductFee(feeInfo.stakeFee, stakingToken, _amount)

↪→ ;

SHB.2.2: LockableStakingRewards.sol

411 /**

412 * @notice if the user wants to extend in specific plan

413 * @param _stakeId The id of a specific stake

414 */

415 function extend(
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416 uint256 _stakeId

417 )

418 external

419 nonReentrant

420 whenNotPaused

421 validStakeId(_stakeId)

422 validUser(msg.sender)

423 {

424 Stake storage _stakeToRestake = _getUserStakeByStakeId(

425 msg.sender,

426 _stakeId

427 );

428

429 Plan memory _plan = plans[_stakeToRestake.planId];

SHB.2.3: LockableStakingRewards.sol

356 /**

357 * @notice if the amount be equal to origin staked amount, or the

↪→ _max is true, reward and origin staked amount will withdraw

358 * @param _stakeId , an uniq id for each stake

359 * @param _amount to withdraw

360 * @param _max A boolean to withdraw the max amount

361 */

362 function withdraw(

363 uint256 _stakeId,

364 uint256 _amount,

365 bool _max

366 )

367 external

368 nonReentrant

369 whenNotPaused

370 validStakeId(_stakeId)

371 validUser(msg.sender)

372 {
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373 /**

374 * When _max is true, the _amount is not important.

375 * It will be calculated later and replaced by the calculated max

↪→ amount

376 */

377 require(

378 _max _amount > 0,

379 "LockableStakingRewards: withdraw amount must be greater than

↪→ 0."

380 );

Recommendation:

• For fee-related front-running: Implement a mechanism to lock the fee amount for a

certain period or a specific number of blocks once a transaction is initiated. This en-

sures that the feeat the timeof transaction initiation remainsunchangeduntil execu-

tion.

• For plan duration front-running: Consider locking the plan’s parameters (like dura-

tion) once a user stakes in it, preventing any changes to these parameters thatwould

affect existing stakes.

In addition to locking key parameters at the start of a transaction, consider allowing users

to specify expected values for critical parameters (like fees and plan durations) as part of

the function call. The contract should then compare these user-provided values with the

actual values in the contract at the time of execution. If there is a discrepancy between the

user’sexpectationsand thecontract’s current state, the transactionshould revert. Thisap-

proachempowersusers to set their termsbasedon the informationavailable at the timeof

transaction initiation and protects them fromchangesmade in the interim.

SHB.2.4: LockableStakingRewards.sol

// Modified withdraw function

function withdraw(uint256 \_stakeId, uint256 \_amount, bool \_max,

↪→ uint256 expectedUnstakeFee, uint256 expectedStakeFee) external {

require(feeInfo.unstakeFee == expectedUnstakeFee, "

↪→ LockableStakingRewards: Unstake fee changed");
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require(feeInfo.stakeFee == expectedStakeFee, "LockableStakingRewards:

↪→ Stake fee changed");

...

(\_amount, ) = \_deductFee(expectedUnstakeFee, \_amount);

...

}

// Modified extend function

function extend(uint256 \_stakeId, uint256 expectedUnstakeFee, uint256

↪→ expectedStakeFee) external {

require(feeInfo.unstakeFee == expectedUnstakeFee, "

↪→ LockableStakingRewards: Unstake fee changed");

require(feeInfo.stakeFee == expectedStakeFee, "LockableStakingRewards:

↪→ Stake fee changed");

...

(\_maxWithdrawAmount, ) = \_deductFee( \_feeInfo.unstakeFee + \_feeInfo.

↪→ stakeFee, stakingToken, \_maxWithdrawAmount );

...

}

// Modified \_createStake function

function stake(..., uint128 expectedPlanDuration) internal {

require(plans[\_planId].duration == expectedPlanDuration, "

↪→ LockableStakingRewards: Plan duration changed");

...

Stake memory \_newStake = Stake({

...

endTime: block.timestamp + expectedPlanDuration,

...

});

...

}
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Updates

The team has fixed the issue by removing the updatePlan function and added the when-

Pausedmodifier in the setFee function.

SHB.3 Potential Locking of Funds due to whenNotPaused

Modifier inwithdrawFunction

• Severity : HIGH

• Status : Fixed

• Likelihood : 2

• Impact : 3

Description:

The withdraw function in the LockableStakingRewards contract is guarded by the when-

NotPausedmodifier. This designmeans that if the contract is paused, userswill not be able

to withdraw their staked funds. While pausing the contract is a useful feature in case of

emergencies or detected vulnerabilities, it also poses a risk of locking user funds indefi-

nitely if thecontract remainspaused foranextendedperiodorpermanently. Thiscould lead

to a loss of trust and potential financial losses for users.

Files Affected:

SHB.3.1: LockableStakingRewards.sol

362 function withdraw(

363 uint256 _stakeId,

364 uint256 _amount,

365 bool _max

366 )

367 external

368 nonReentrant

369 whenNotPaused

15



Recommendation:

• Consider implementing an emergencywithdrawal function that is not affected by the

whenNotPaused modifier. This function should allow users to withdraw their funds

evenwhenthecontract ispaused. However, it iscrucial toensure that thisemergency

function does not compromise the security of the contract.

• Alternatively, establish clear governance or administrative procedures for unpaus-

ing the contract and communicate these to the users. This ensures that users are

aware of the conditions under which their funds can be locked and the measures in

place for unlocking them.

Updates

The team has fixed the issue by removing the whenNotPaused modifier in the withdraw

function.

SHB.4 Inadequate Parameter Validation Across Multiple

Functions

• Severity : MEDIUM

• Status : Fixed

• Likelihood : 2

• Impact : 2

Description:

Several functions in the LockableStakingRewards contract lack adequate validation for

their input parameters. This includes the initialize, createPlan, updatePlan, and setFee

functions. Specifically, the APR values in createPlan and updatePlan are not validated

against realistic upper bounds (such as 100%), additionally the setFee and initialize

functions lacks validation for its fee parameters and staking token address.

Files Affected:
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SHB.4.1: LockableStakingRewards.sol

202 function initialize(

203 address _stakingToken,

204 FeeInfo memory _feeInfo

205 ) public initializer {

206 require(

207 _feeInfo.feeTo != address(0),

208 "LockableStakingRewards: feeTo address is not valid"

209 );

SHB.4.2: LockableStakingRewards.sol

236 uint16 _apr,

237 uint16 _defaultApr

SHB.4.3: LockableStakingRewards.sol

276 uint16 _newApr,

277 uint16 _newDefaultApr,

SHB.4.4: LockableStakingRewards.sol

480 feeInfo = _feeInfo;

Recommendation:

• For APR-related parameters in createPlan and updatePlan, add validation to ensure

they do not exceed realistic limits (e.g., 100%).

• In the setFee function, validate all fields of _feeInfo to ensure they meet the

contract’s expectations (e.g., fee percentageswithin acceptable ranges. Similarly, in

the initialize function, perform the same validation for _feeInfo and additionally,

verify that _stakingToken is not a zero address.

Updates

The team has fixed the issue by adding the _requiredValidFee, _requiredValidApr and _re-

quiredValidAddress functions.
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SHB.5 Inconsistency in Plan Uniqueness Validation for

updatePlan Function

• Severity : MEDIUM

• Status : Fixed

• Likelihood : 2

• Impact : 2

Description:

The updatePlan function in the LockableStakingRewards contract allows updating the at-

tributes of an existing plan. However, it does not check if the new attributes (specifically

thecombinationof_newDuration, _newApr,and_newDefaultApr)wouldresult inaplan that

duplicates another existing plan. This omission could lead to multiple plans with identi-

cal parameters,which seems to be against the intended design, as the createPlan function

uses _planExists to ensure uniqueness of plans.

Files Affected:

SHB.5.1: LockableStakingRewards.sol

273 function updatePlan(

274 uint256 _planId,

275 uint128 _newDuration,

276 uint16 _newApr,

277 uint16 _newDefaultApr,

278 bool _newActive

279 ) external onlyOwner validPlanId(_planId) {

280 require(

281 plans[_planId].exists,

282 "LockableStakingRewards: Plan does not exist."

283 );

284 require(

285 _newDuration > 0,

286 "LockableStakingRewards: Invalid new duration."
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287 );

288 require(_newApr > 0, "LockableStakingRewards: Invalid new apr.");

289 require(

290 _newDefaultApr >= 0,

291 "LockableStakingRewards: Invalid default new apr."

292 );

293

294 // Update the plan attributes

295 plans[_planId] = Plan(

296 _planId,

297 _newDuration,

298 _newApr,

299 _newDefaultApr,

300 _newActive,

301 true

302 );

Recommendation:

Introduceavalidationstep inupdatePlan tocheck if aplanwith thenewparametersalready

exists, similar to the check in createPlan. This could be done by calling amodified version

of the _planExists function.

Updates

The issuewasmitigated by removing the updatePlan function.

SHB.6 Potential Precision Loss in Fee and Reward

Calculations

• Severity : MEDIUM

• Status : Fixed

• Likelihood : 2

• Impact : 2
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Description:

In the contract, there are instances where there is a potential for precision loss in fee and

reward calculations due to the use of integer division or a fixed divisor. This precision loss

canaffect theaccuracyof feecalculationsandrewarddistribution, especiallywhendealing

with small values. It’s important to ensure that financial calculationsmaintain precision to

provide fair and accurate results.

Exploit Scenario:

• The attacker prepares a transaction and specifies a fee calculation using the _calcu-

lateFee functionwith the following values:

• _amount: 100 tokens

• _percentage: 1017 (0.1%)

• The attacker sends the transaction to the contract.

• Inside the _calculateFee function, the fee is calculated as:

Fee = (100 ∗ 1017)/1020 = 0

• The contract charges a fee of 0 tokens based on the calculation, which is lower than

the expected fee for 0.1% of 100 tokens (expected fee: 0.1 tokens).

• Theattackersuccessfullypaysalowerfeethan intended,exploitingtheprecision loss

in the _calculateFee function.

Files Affected:

SHB.6.1: LockableStakingRewards.sol

744 function _calculateFee(

745 uint256 _amount,

746 uint256 _percentage

747 ) internal pure returns (uint256) {

748 return (_amount * _percentage) / 1e20;

749 }
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SHB.6.2: LockableStakingRewards.sol

701 function _getReward(

702 uint256 _amount,

703 uint256 _apr,

704 uint256 _duration

705 ) internal pure returns (uint256 _reward) {

706 _reward = (_amount * _apr * _duration) / (365 days * 1e4);

707 }

Recommendation:

Toavoidprecision loss in feeandrewardcalculations, considerusing fixed-pointarithmetic

with a higher precision and appropriate factors tomaintain precision.

Updates

The team has fixed the issue by verifying the fees if equal to 0 the transaction will be re-

verted.

SHB.7 Potential Denial of Service (DoS) Risk Due to Iterative

Searches

• Severity : MEDIUM

• Status : Fixed

• Likelihood : 1

• Impact : 3

Description:

The contract uses iterative searches in multiple functions, such as _findStakeIndex,

_planExists. As the size of certain data structures (e.g., stake list or plans) grows, these

iterative searches can lead to high gas costs and make transactions expensive or even

infeasible to executewithin the gas limit. In extreme cases, this could be exploited in aDoS
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attack, where an attacker creates a large number of elements (stakes or plans) to make

these functions costly or impractical to execute.

Files Affected:

SHB.7.1: LockableStakingRewards.sol

563 for (uint256 i = 0; i < planCounter; ++i) {

564 Plan storage currentPlan = plans[i];

565

566 if (

567 currentPlan.exists &&

568 currentPlan.duration == _duration &&

569 currentPlan.apr == _apr &&

570 currentPlan.defaultApr == _defaultApr

571 ) {

572 return true; // A plan with these attributes already

↪→ exists

573 }

574 }

SHB.7.2: LockableStakingRewards.sol

722 for (uint256 i = 0; i < _stakeList.length; ++i) {

723 if (_stakeList[i].id == _stakeId) {

724 return i;

725 }

726 }

Recommendation:

• Consider using mappings to allow for constant-time lookups instead of iterative

searches. For example, you can use a mapping from stake ID to stake index or

directly to the stake structure, if feasible. Similarly, you can use mappings for plans

or other elementswhere applicable.
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• Additionally, consider setting limits or constraints on the maximum number of ele-

ments (e.g., stakes or plans) that can be created tomitigate potential DoS attacks.

Updates

The teamhas fixed the issuebychanging thestructureofplans toamapping, thusremoving

the for loop, the samealso for the _findStakeIndex function.

SHB.8 MismatchBetween TheCode andDocumentation

• Severity : LOW

• Status : Fixed

• Likelihood : 1

• Impact : 1

Description:

The totalInvestCount attribute in the InvestmentInfo struct serves as a counter for the

number of stakes in each plan. It is incremented with each new stake in the _createStake

function. However, there is a discrepancy in the documentation where the InvestmentInfo

struct’s NatSpec comment describes totalInvestCount as the number of stakers in each

plan. This inconsistency between the documentation and the actual implementation can

lead to confusion and potentialmisinterpretation.

Files Affected:

SHB.8.1: LockableStakingRewards.sol

68 /**

69 * @dev a struct containing the investmanet details of each plan

70 * @member totalInvestAmount , is the total amount of staked in each

↪→ plan

71 * @member totalInvestCount , is the number of stakers in each plan

72 */

73 struct InvestmentInfo {
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74 uint256 totalInvestAmount;

75 uint256 totalInvestCount;

76 }

SHB.8.2: LockableStakingRewards.sol

612 planInvestmentInfo[_plan.id].totalInvestAmount += _stakedAmount;

613 ++planInvestmentInfo[_plan.id].totalInvestCount;

Recommendation:

Consider updating the NatSpec comment for the totalInvestCount attribute in the Invest-

mentInfo struct to accurately reflect its purpose as the total number of stakes in each plan.

Thismodificationwill align thedocumentationwith the implementation, providing clarity to

developers and users and ensuring accurate understanding of the code’s functionality.

Updates

The teamhas fixed the issuebychanging theNatspec to thecorrectmeaningof totalInvest-

Count .
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4 Best Practices

BP.1 Redundant Variable in _createStake Function

Description:

In the_createStake function, there isanadditionalvariable_stakedAmountcreated tostore

the staked amount, which is then immediately assigned the value of _amount, furthermore

_stakedAmount is inserted as input of the function and returned alsowithout any changes.

This additional variable is not necessary and can be eliminated for code simplification. Re-

move the unnecessary variable _stakedAmount and directly assign the _amount parame-

ter.

Files Affected:

BP.1.1: LockableStakingRewards.sol

585 function _createStake(

586 Plan memory _plan,

587 address user,

588 uint256 _amount

589 ) internal returns (uint256 _stakeId, uint256 _stakedAmount) {

590 // Check if the address has staked before

591 if (!hasStaked[user]) {

592 hasStaked[user] = true;

593 stakerList.push(user); // Add the address to the array

594 }

595

596 _stakeId = stakeCounter++;

597 _stakedAmount = _amount;
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Status - Acknowledged

BP.2 Redundant ID Field in Plan Struct

Description:

ThePlan struct in the LockableStakingRewards contract includes an id field. However, this

id seems redundant since the Plan struct instances are already beingmapped by their IDs

through themapping(uint256 => Plan) public plans;. This redundancy leads to unnecessary

storage usage and potential confusion. The ID of each plan can be efficiently inferred from

the key used in the mapping, making the explicit id field in the struct unnecessary. Con-

siderremoving the id field fromthePlanstruct toreducestoragecostsandsimplify thedata

model. Ensurethatallpartsof thecontract thatreferencethis idarerefactoredaccordingly.

This would involve iterating through the keys of the plansmapping wherever necessary to

access or display plan IDs.

Files Affected:

BP.2.1: LockableStakingRewards.sol

35 struct Plan {

36 uint256 id;

37 uint128 duration;

38 uint16 apr;

39 uint16 defaultApr;

40 bool active;

41 bool exists;

42 }
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Status - Acknowledged

BP.3 Redundancy and Potential Inconsistency in

InvestmentInfo Struct

Description:

The InvestmentInfostruct isused tostore totalInvestAmountand totalInvestCount foreach

plan. However, these values could potentially be derived fromother data structureswithin

thecontract, suchas iteratingoveruserstakes. Storing themseparately increases therisk

of data inconsistency, especially if updates to these values are not handled atomicallywith

corresponding stakeupdates. Additionally, incorporating these fields directly into thePlan

struct could streamline data handling and reduce the need for separatemappings.

• Consider integrating totalInvestAmount and totalInvestCount directly into the Plan

struct. This approach could simplify the contract’s data model and reduce the

likelihood of inconsistencies.

• Ensure that these values are updated consistently whenever stakes are created,

modified, or withdrawn. Alternatively, if these values are kept separate for

read-optimization, ensure strict consistency in updating these values alongside

stakemodifications.

Files Affected:

BP.3.1: LockableStakingRewards.sol

73 struct InvestmentInfo {

74 uint256 totalInvestAmount;

75 uint256 totalInvestCount;

76 }

27



Status - Acknowledged

BP.4 Redundancy of hasStakedMapping

Description:

ThehasStakedmapping in thecontract isusedtokeeptrackofwhetheranaddresshasever

staked. However, this information is redundant, since the same can be inferred from the

userStakesmapping. By checking if the length of the array in userStakes[userAddress] is

greater than zero, one can determine if the user has staked before. The hasStaked map-

ping thus introducesunnecessary state storage, leading to slightly increasedgas costs for

stakersandcontractdeployment. Consider removing thehasStakedmapping. Instead, use

the userStakesmapping to check if a user has staked before by examining the length of the

stakearray for that user. Ensure toupdateall contract functions that currently rely onhas-

Staked to use this newmethod of checking.

BP.4.1: LockableStakingRewards.sol

// Instead of using hasStaked[userAddress]

if (userStakes[userAddress].length > 0) {

// User has staked before

}

Files Affected:

BP.4.2: LockableStakingRewards.sol

93 mapping(address => bool) public hasStaked;
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Status - Acknowledged

BP.5 Redundancy of planCounter with

Mapping-basedPlanStorage

Description:

The planCounter variable is used to keep track of the number of plans and to generate

unique IDs for new plans. However, this approach may be redundant if plans were

implemented as an array instead of a mapping. An array naturally tracks the count and

indexes, which can serve as plan IDs. This change could simplify the contract by

eliminating the need for a separate counter variable and potentially streamline the

process of adding, removing, or accessing plans. Consider changing the plansmapping to

an array of Plan structs (Plan[] public plans;). This way, the length of the array

(plans.length) would automatically serve as the count of plans, and the index in the array

would act as the plan ID. Ensure to update all contract functions that interact with plans to

accommodate this change.

BP.5.1: LockableStakingRewards.sol

// Using an array instead of a mapping

Plan[] public plans;

// Adding a new plan

plans.push(Plan({

duration: \_duration,

apr: \_apr,

defaultApr: \_defaultApr,

active: true,

exists: true

}));

// Accessing a plan by ID (index)

Plan memory selectedPlan = plans[planId];
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Files Affected:

BP.5.2: LockableStakingRewards.sol

98 uint256 public planCounter;

99 mapping(uint256 => Plan) public plans;

Status - Acknowledged

BP.6 Inefficient Order of Operations and Potential

Optimization in createPlan Function

Description:

In thecreatePlanfunctionof theLockableStakingRewardscontract, theorderofoperations

can be optimized for gas efficiency. Currently, the function first increments planCounter

and thenchecks if asimilarplanalreadyexistsusing _planExists. Thisapproachcan lead to

unnecessarygasconsumption if theplanalreadyexists. Furthermore, there’sasuggestion

to optimize the uniqueness check of plans using hashing, but this requires careful consid-

eration.

• Rearrange the order of operations to perform the _planExists check before

incrementing the planCounter. This ensures that gas is not wasted on incrementing

the counter for a plan that already exists.

• Consider replacing the use of integers as keys in the mapping with a hashed repre-

sentation(e.g., usingkeccak3) forvariousattributessuchasAPRandduration. Utilize

these hashed values as keys to access planswithin themapping.

Files Affected:

BP.6.1: LockableStakingRewards.sol

234 function createPlan(

235 uint128 _duration,

236 uint16 _apr,

30



237 uint16 _defaultApr

238 ) external onlyOwner {

239 require(_duration > 0, "LockableStakingRewards: Invalid duration

↪→ .");

240 require(_apr >= 0, "LockableStakingRewards: Invalid apr.");

241 require(

242 _defaultApr >= 0,

243 "LockableStakingRewards: Invalid default apr."

244 );

245

246 // Using planCounter as the new planId

247 uint256 _planId = planCounter++;

248

249 require(

250 !_planExists(_duration, _apr, _defaultApr),

251 "LockableStakingRewards: Similar plan already exists."

252 );

Status - Acknowledged

BP.7 Optimizing Plan Existence Check in

updatePlan Function

Description:

In the updatePlan function of the LockableStakingRewards contract, the plan existence

check is conducted by verifying plans[_planId].exists. An alternative approach could be to

validate the existence of a plan by checking if a key attribute, such as apr, is different from

an uninitialized state (e.g., apr != 0). This approachmay streamline the validation process,

especially if exists is only used for this purpose.

• Modify the validPlanIdmodifier to check if the apr of theplan is different fromzero (or

someother uninitialized state) instead of checking plans[_planId].exists.
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• Ensure that this change accurately reflects plan existence and consider edge cases

where aprmight legitimately be zero.

Files Affected:

BP.7.1: LockableStakingRewards.sol

280 require(

281 plans[_planId].exists,

282 "LockableStakingRewards: Plan does not exist."

BP.7.2: LockableStakingRewards.sol

337 require(_plan.exists, "LockableStakingRewards: Plan does not

↪→ exist.");

338 require(_plan.active, "LockableStakingRewards: Plan does not

↪→ active.");

BP.7.3: LockableStakingRewards.sol

558 function _planExists(

559 uint256 _duration,

560 uint256 _apr,

561 uint256 _defaultApr

562 ) internal view returns (bool) {

563 for (uint256 i = 0; i < planCounter; ++i) {

564 Plan storage currentPlan = plans[i];

565

566 if (

567 currentPlan.exists &&

BP.7.4: LockableStakingRewards.sol

675 require(_plan.exists, "LockableStakingRewards: Plan does not

↪→ exist.");
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Status - Acknowledged

BP.8 Redundant TokenArgument in Functions

Description:

In the LockableStakingRewards contract, _transferTokenTo, _transferTokenFromTo and

_deductFee functions are called with stakingToken as an argument. This is redundant

because stakingToken is a fixed contract-wide state variable, and its value does not

change across different function calls. Passing it as an argument in these functions is

unnecessary and results in slightly higher gas costs due to the additional data handling.

Simplifying these function calls by removing the redundant token parameter can improve

gas efficiency and code clarity.

• Modify both _transferTokenFromTo, _transferTokenTo and _deductFee functions to

use the stakingToken state variable directly. This eliminates the need to pass

stakingToken as an argument.

• Update all instances where these functions are called to reflect the change in their

signatures.

Files Affected:

BP.8.1: LockableStakingRewards.sol

766 function _transferTokenFromTo(

767 IERC20Upgradeable _token,

BP.8.2: LockableStakingRewards.sol

751 function _transferTokenTo(

752 IERC20Upgradeable _token,

BP.8.3: LockableStakingRewards.sol

731 function _deductFee(

732 uint256 _percentage,

733 IERC20Upgradeable _token,
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Status - Acknowledged

BP.9 Unnecessary _max Parameter in withdraw

Function

Description:

Thewithdrawfunction in theLockableStakingRewardscontract includesabooleanparam-

eter _max to indicatewhether theuserwishes towithdraw themaximumpossible amount.

However, this functionality could be handled in the user interface or front-end application,

allowing users to simply enter the maximum amount directly as the _amount parameter.

The inclusion of the _maxparameter in the contract addsunnecessary complexity andmay

slightly increase thegascostdue to theadditional logic required toprocess thisparameter.

• Consider removing the _max parameter from the withdraw function. Instead, allow

users to specify the exact amount theywish towithdrawdirectly.

• The front-endapplicationoruser interfacecancalculate themaximumwithdrawable

amount and fill in this value for the user, simplifying the contract’s logic and reducing

gas costs.

• Ensure that the contract’s documentation and user interface clearly communicate

howusers can performamaximumwithdrawal.

Files Affected:

BP.9.1: LockableStakingRewards.sol

362 function withdraw(

363 uint256 _stakeId,

364 uint256 _amount,

365 bool _max
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Status - Acknowledged

BP.10 RedundantCheck forArchivedStake inwith-

drawFunction

Description:

Thewithdrawfunction in theLockableStakingRewardscontractusesanarchived flag to in-

dicatewhetherastakehasbeen fullywithdrawn. However, this flagmayberedundant if the

condition fora fullywithdrawnstake (i.e., theuserhasunstaked theirentirebalance includ-

ing rewards) canbe inferred fromother variables. Theuseof anadditional flag for this pur-

pose leads to extra gas consumption each time a stake’s state is updated. Optimizing this

process to infer thestake’scompletion fromexistingvariablescansavegasandstreamline

the contract’s logic.

• Eliminate the archived flag and instead check if the user has fully withdrawn their

stake. This can be done by comparing the paidAmount of the stake against the total

staked amount plus rewards.

• Adjust thewithdraw function to rely on this check, removing theneed for thearchived

flag.

Files Affected:

BP.10.1: LockableStakingRewards.sol

387 require(

388 !_stakeToWithdraw.archived,

389 "LockableStakingRewards: The stake has been archived"

390 );
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Status - Acknowledged

BP.11 Improving Clarity and Clean Code by

Converting _planExists to aModifier

Description:

The current implementation of _planExists as a function in the LockableStakingRewards

contract,while functionallysound, canbeenhanced in termsofcodeclarityandcleanliness

by converting it into amodifier. Using amodifier for existence checks offers clearer intent,

reduces repetition, and integrates the check more seamlessly into the function flow. This

approachalignswithcleancodeprinciples,makingthecontractmoremaintainableandun-

derstandable, especially forotherdevelopersorauditorswhomay interactwith thecode in

the future.

• Convert the _planExists function to amodifier, to be used in functions like createPlan

and potentially otherswhere similar checks are required.

• Thismodificationshouldmaintain thecurrent logicbutembed it directly into the func-

tion execution flow, providing a clearer indication of its purpose and usage.

Files Affected:

BP.11.1: LockableStakingRewards.sol

558 function _planExists(

559 uint256 _duration,

560 uint256 _apr,

561 uint256 _defaultApr

562 ) internal view returns (bool) {

563 for (uint256 i = 0; i < planCounter; ++i) {

564 Plan storage currentPlan = plans[i];

565

566 if (

567 currentPlan.exists &&

568 currentPlan.duration == _duration &&
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569 currentPlan.apr == _apr &&

570 currentPlan.defaultApr == _defaultApr

571 ) {

572 return true; // A plan with these attributes already

↪→ exists

573 }

574 }

575

576 return false; // No matching plan found

577 }

Status - Acknowledged

BP.12 IntroduceaDedicatedDeactivation Function

for Plans

Description:

To enhancemodularity and improve the clarity of planmanagement, it is recommended to

create a separate function for deactivating plans. The existing updatePlan function, which

currently takesanewActiveparameter tomodify theplan’sactivitystatus, canbeoptimized

by introducing a new function specifically designed for deactivation. This dedicated deacti-

vation function should only require the planId as a parameter, allowing the owner to deac-

tivate a planwithout the need to input all of its values.

Files Affected:

BP.12.1: LockableStakingRewards.sol

266 /**

267 * @notice To update an existing plan

268 * @param _planId The id of specific plan

269 * @param _newDuration, The duration of each staking plan (between

↪→ startTime and endTime)
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270 * @param _newApr The apr of the staking plan, with 2 decimals,

↪→ (1=0.01% )

271 * @param _newDefaultApr The defaukt apr of each staking plan with 2

↪→ decimals, (1=0.01% ). After of duration, rewards will be

↪→ calculate based on defaultApr

272 */

273 function updatePlan(

274 uint256 _planId,

275 uint128 _newDuration,

276 uint16 _newApr,

277 uint16 _newDefaultApr,

278 bool _newActive

279 ) external onlyOwner validPlanId(_planId) {

Status - Acknowledged
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5 Tests

Results:

→ createPlan

X should allow the owner to create a newstaking plan

X should not allowduplicate plan IDs

→ stake

X should allowa user to stake tokens

X should stake

X should allowa user to stake tokens

X should not allow staking for an invalid plan

X should allowmultiple users to stake

X should retrieve and verify the details of a staked amount

X should add address to addresses arraywhen staking

→ withdraw

X should allowa user towithdraw totally

X should calculate reward correctly for valid stake

X afterwithdrawcouldn’t staked by checking the archived flag

→ reStake

X should allowa user to reStake

→ UserDetails
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X should return staking records for a user

X should return correct total staked amount for a user
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6 Conclusion

In this audit,weexamined thedesignand implementationofCrowdswapLockStaking con-

tractanddiscoveredseveral issuesof varyingseverity. Crowdswap teamaddressedall the

issues raised in the initial report and implemented the necessary fixes.

HoweverShellboxes’ auditors advisedCrowdswap Team tomaintain a high level of vig-

ilance and participate in bounty programs in order to avoid any future complications.
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7 Scope Files

7.1 Audit

Files MD5Hash

lock-stake/LockableStakingRewards.sol 35b4f6ec312bc9a875eab8935574555a

7.2 Re-Audit

Files MD5Hash

lock-stake/LockableStakingRewards.sol 2e7a7da94800521e8920b26a621ea42d
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8 Disclaimer

Shellboxes reports shouldnot beconstruedas ”endorsements” or ”disapprovals” of partic-

ular teamsorprojects. These reportsdonot reflect theeconomicsor valueof any ”product”

or ”asset” producedbyany teamorproject thatengagesShellboxes todoasecurityevalua-

tion, nor should they be regarded as such. ShellboxesReports do not provide anywarranty

or guarantee regarding the absolute bug-free nature of the examined technology, nor do

theyprovideany indicationof the technology’sproprietors, businessmodel, businessor le-

gal compliance. ShellboxesReports should not be used in anyway to decidewhether to in-

vest inor takepart inacertainproject. These reportsdon’t offeranykindof investingadvice

and shouldn’t be used that way. Shellboxes Reports are the result of a thorough auditing

process designed to assist our clients in improving the quality of their codewhile lowering

the significant risk posed by blockchain technology. According to Shellboxes, each busi-

ness and person is in charge of their own due diligence and ongoing security. Shellboxes

doesnot guarantee thesecurity or functionality of the technologyweagree to research; in-

stead, our purpose is to assist in limiting theattack vectors and thehighdegreeof variation

associatedwith using newand evolving technologies.
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For a Contract Audit, contact us at contact@shellboxes.com
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