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1 Introduction

Crowdswap engaged ShellBoxestoconductasecurityassessmentonthe Crowdswap Lock
Staking beginning on Jan 10", 2024 and ending Jan 15", 2024. In this report, we detail our
methodical approach to evaluate potential security issues associated with the implemen-
tation of smart contracts, by exposing possible semantic discrepancies between the smart
contract code and design document, and by recommending additionalideas to optimize the
existing code. Our findings indicate that the current version of smart contracts can still be
enhanced further due to the presence of many security and performance concerns.
This document summarizes the findings of our audit.

1.1 About Crowdswap

CrowdSwap is a cross-chain opportunity optimization and automation platform. It aims to
reach mass adoption in crypto for every human being and overcome actual problems that
reside from a fast-growing business space like DeFi.

Issuer Crowdswap

Website https://crowdswap.org
Type Solidity Smart Contracts
Whitepaper Crowdswap Whitepaper
Audit Method Whitebox

1.2 Approach & Methodology

ShellBoxes used a combination of manual and automated security testing to achieve a
balance between efficiency, timeliness, practicability, and correctness within the audit’s
scope. While manual testing is advised for identifying problems in logic, procedure, and
implementation, automated testing techniques help to expand the coverage of smart
contracts and can quickly detect code that does not comply with security best practices.


https://crowdswap.org
https://crowdswap.org/wp-content/uploads/2022/08/CrowdSwapWhitepaper.pdf

1.21 Risk Methodology

Vulnerabilities or bugs identified by ShellBoxes are ranked using a risk assessment tech-
nique that considers both the LIKELIHOOD and IMPACT of a security incident. This frame-

work is effective at conveying the features and consequences of technological vulnerabili-

ties.

Its quantitative paradigm enables repeatable and precise measurement, while also re-
vealing the underlying susceptibility characteristics that were used to calculate the Risk
scores. Arisk level will be assigned to each vulnerability on a scale of 5 to 1, with 5 indicat-

ing the greatest possibility or impact.

— Likelihood quantifies the probability of a certain vulnerability being discovered and

exploited in the untamed.

— Impact quantifies the technical and economic costs of a successful attack.

— Severity indicates the risk’s overall criticality.

Probability and impact are classified into three categories: H, M, and L, which corre-
spond to high, medium, and low, respectively. Severity is determined by probability and im-

pact and is categorized into four levels, namely Critical, High, Medium, and Low.

Impact

High
Medium

Critical

Low

High Medium Low

Likelihood



2 Findings Overview

2.1 Summary

The following is a synopsis of our conclusions from our analysis of the Crowdswap Lock
Staking implementation. During the first part of our audit, we examine the smart contract
source code and run the codebase via a static code analyzer. The objective here is to find
known coding problems statically and then manually check (reject or confirm) issues high-
lighted by the tool. Additionally, we check business logics, system processes, and DeFi-
related components manually to identify potential hazards and/or defects.

2.2 KeyFindings

In general, these smart contracts are well-designed and constructed, but their
implementation might be improved by addressing the discovered flaws, which include
critical-severity, 2 high-severity, 4 medium-severity, | low-severity vulnerabilities.

Vulnerabilities Severity | Status
SHB.1. Changing APR for Existing Staking Plans Can | CRITICAL | Fixed
Affect Users’ Rewards

SHB.2. Multiple Front-Running Vulnerabilities in Fixed
Transactions

SHB.3. Potential Locking of Funds due to whenNot- Fixed
Paused Modifier in withdraw Function

SHB.4. Inadequate Parameter Validation Across Mul- Fixed
tiple Functions

SHB.5. Inconsistency in Plan Uniqueness Validation Fixed
for updatePlan Function

SHB.6. Potential Precision Loss in Fee and Reward Fixed
Calculations




SHB.7. Potential Denial of Service (DoS) Risk Dueto It-
erative Searches

SHB.8. Mismatch Between The Code and Documenta-
tion

Fixed

Fixed




3 Finding Details

SHB.1 Changing APR for Existing Staking Plans Can Affect

Users' Rewards

- Severity: CRITICAL - Likelihood: 3

- Status: Fixed « Impact: 3

The updatePlan function allows the contract owner to update the attributes of a staking
plan, including the APR (Annual Percentage Rate). If the owner decides to change the APR
for an existing staking plan, it can affect users who have already staked tokens based on
the previous APR. Their rewards will be calculated based on the new APR, which may not
align with their original expectations.

SHB.1.1: LockableStakingRewards.sol

295 plans[ planId] = Plan(
296 _planId,

297 _newDuration,

298 _newApr,

299 _newDefaultApr,

300 _newActive,

301 true

302 )

When the owner updates the APR for an existing staking plan, consider implementing a
mechanism to ensure that users who have already staked tokens under that plan continue

9



to earnrewards based on the original APR they agreed to when staking. One approachis to
introduce a snapshot mechanism that records the APR at the time of the user’s stake. This
snapshot can be used to calculate rewards for existing stakers, even if the plan’s APR is
updated later.

The team has mitigated the risk by removing the updatePlan function.

SHB.2 Multiple Front-Running Vulnerabilities in

Transactions

- Severity: [HIGH - Likelihood: 2

- Status: Fixed « Impact: 3

The withdraw, extend, and stake functions in the LockableStakingRewards contract are
susceptible to front-running attacks. These vulnerabilities arise due to the mutable
nature of key parameters (feelnfo.unstakeFee, feelnfo.stakeFee, and plan.duration) that
can be changed by the contract owner. In withdraw and extend, the issue lies with the
potential alteration of fee amounts between the initiation and execution of a transaction. In
stake, the vulnerability is related to the potential change in plan duration.

= In withdraw and extend Functions: A malicious actor or the contract owner can ob-
serve a pending transaction and increase the fee values (unstakeFee or stakeFee),
leading to users paying higher fees than expected.

- In stake Function: The plan duration can be modified by the owner after a user initi-
ates a staking transaction, but before it is executed, potentially locking user funds for
longer thanintended.

10



Files Affected:

313 /%%

314 * @param _planId The id of a specific plan

315 * @param _amount The amount to stake

16 */

3 function stake(

318 uint256 _planld,

319 uint256 _amount

320 ) external nonReentrant whenNotPaused validPlanId(_planId) {

321 require(

322 _amount > O,

323 "LockableStakingRewards: Staked amount must be greater than

— 0."

324 )

325

326 _transferTokenFromTo (

327 stakingToken,

328 msg.sender,

329 payable(address(this)),

330 _amount

331 )

332

333 //Decrease fee

334 (_amount, ) = _deductFee(feelnfo.stakeFee, stakingToken, _amount)
—

an /**

412 * Onotice if the user wants to extend in specific plan

w3 * Q@param _stakeIld The id of a specific stake

4t */

415 function extend(

l



46 uint256 _stakeld

an )

a8 external

a9 nonReentrant

420 whenNotPaused

el validStakeId(_stakeId)

422 validUser(msg.sender)

43 {

424 Stake storage _stakeToRestake = _getUserStakeByStakeId(
425 msg.sender,

426 _stakeld

w21 )4

428

429 Plan memory _plan = plans[_stakeToRestake.planId];

SHB.2.3: LockableStakingRewards.sol

356 /**

357 * Onotice if the amount be equal to origin staked amount, or the
— _max is true, reward and origin staked amount will withdraw

358 * Q@param _stakeld , an uniq id for each stake

359 * @param _amount to withdraw

360 * @param max A boolean to withdraw the max amount

361 */

362 function withdraw(

363 uint256 _stakeld,

364 uint256 _amount,

365 bool max

366 )

367 external

368 nonReentrant

369 whenNotPaused

370 validStakeId(_stakeId)

am validUser(msg.sender)

372 {

12



373 /*%
374 * When _max is true, the _amount is not important.
375 * It will be calculated later and replaced by the calculated max

— amount

376 */

a7 require(

378 _max _amount > O,

379 "LockableStakingRewards: withdraw amount must be greater than

< 0."

380 );

- For fee-related front-running: Implement a mechanism to lock the fee amount for a
certain period or a specific number of blocks once a transaction is initiated. This en-
suresthatthe fee atthe time of transaction initiation remains unchanged until execu-
tion.

- For plan duration front-running: Consider locking the plan’s parameters (like dura-
tion) once a user stakes init, preventing any changes to these parameters that would
affect existing stakes.

In addition to locking key parameters at the start of a transaction, consider allowing users
to specify expected values for critical parameters (like fees and plan durations) as part of
the function call. The contract should then compare these user-provided values with the
actual values in the contract at the time of execution. If there is a discrepancy between the
user’s expectations and the contract’s current state, the transaction should revert. This ap-
proach empowers usersto set their terms based on the information available at the time of
transaction initiation and protects them from changes made in the interim.

SHB.2.4: LockableStakingRewards.sol

// Modified withdraw function
function withdraw(uint256 \_stakeId, uint256 \_ amount, bool \ max,

— uint256 expectedUnstakeFee, uint256 expectedStakeFee) external {
require(feeInfo.unstakeFee == expectedUnstakeFee, "

— LockableStakingRewards: Unstake fee changed");

13



require(feeInfo.stakeFee == expectedStakeFee, "LockableStakingRewards:

< Stake fee changed");

(\_amount, ) = \_deductFee(expectedUnstakeFee, \_amount) ;

}
// Modified extend function
function extend(uint256 \_stakeIld, uint256 expectedUnstakeFee, uint256
— expectedStakeFee) external {
require(feeInfo.unstakeFee == expectedUnstakeFee, "
— LockableStakingRewards: Unstake fee changed");
require(feeInfo.stakeFee == expectedStakeFee, "LockableStakingRewards:

< Stake fee changed");

(\_maxWithdrawAmount, ) = \_deductFee( \ feelnfo.unstakeFee + \_feelnfo.

— stakeFee, stakingToken, \_maxWithdrawAmount );

}

// Modified \ createStake function

function stake(..., uint128 expectedPlanDuration) internal {
require(plans[\_planId].duration == expectedPlanDuration, "

— LockableStakingRewards: Plan duration changed");
Stake memory \_newStake = Stake({

endTime: block.timestamp + expectedPlanDuration,

IR

14



The team has fixed the issue by removing the updatePlan function and added the when-

Paused modifierin the setFee function.

SHB.3  Potential Locking of Funds due to whenNotPaused

Modifier in withdraw Function

- Severity: [HIGH - Likelihood: 2

- Status: Fixed « Impact: 3

The withdraw function in the LockableStakingRewards contract is guarded by the when-
NotPaused modifier. This design means that if the contract is paused, users will not be able
to withdraw their staked funds. While pausing the contract is a useful feature in case of
emergencies or detected vulnerabilities, it also poses a risk of locking user funds indefi-
nitelyifthe contract remains paused for an extended period or permanently. This could lead
to aloss of trust and potential financial losses for users.

SHB.3.1: LockableStakingRewards.sol

) function withdraw(
363 uint256 _stakeld,
364 uint256 _amount,
365 bool max

366 )

367 external

368 nonReentrant

369 whenNotPaused

15



- Consider implementing an emergency withdrawal function that is not affected by the
whenNotPaused modifier. This function should allow users to withdraw their funds
evenwhenthe contractis paused. However, itis crucialto ensure that thisemergency
function does not compromise the security of the contract.

- Alternatively, establish clear governance or administrative procedures for unpaus-
ing the contract and communicate these to the users. This ensures that users are
aware of the conditions under which their funds can be locked and the measures in
place for unlocking them.

The team has fixed the issue by removing the whenNotPaused modifier in the withdraw
function.

SHB.4 Inadequate Parameter Validation Across Multiple

Functions

- Severity: [HIEBIEN - Likelihood: 2

- Status: Fixed « Impact: 2

Several functions in the LockableStakingRewards contract lack adequate validation for
their input parameters. This includes the initialize, createPlan, updatePlan, and setFee
functions. Specifically, the APR values in createPlan and updatePlan are not validated
against realistic upper bounds (such as 100%), additionally the setFee and initialize
functions lacks validation for its fee parameters and staking token address.

[



SHB.4.1: LockableStakingRewards.sol

202

203

204

205

206

207

208

209

function initialize(
address _stakingToken,
FeeInfo memory _feelnfo
) public initializer {
require(
_feelInfo.feeTo != address(0),
"LockableStakingRewards: feeTo address is not valid"

)

SHB.4.2: LockableStakingRewards.sol

236

237

uintl6 _apr,

uintl6 _defaultApr

SHB.4.3: LockableStakingRewards.sol

276

277

uintl6 _newApr,

uintl6 _newDefaultApr,

SHB.4.4: LockableStakingRewards.sol

480

feeInfo = feelnfo;

- For APR-related parametersin createPlan and updatePlan, add validation to ensure

they do not exceed realistic limits (e.g., 100%).

- In the setFee function, validate all fields of _feelnfo to ensure they meet the

contract’s expectations (e.g., fee percentages within acceptable ranges. Similarly, in
the initialize function, perform the same validation for _feelnfo and additionally,
verify that _stakingToken is not a zero address.

The team has fixed the issue by adding the _requiredValidFee, _requiredValidApr and _re-

quiredValidAddress functions.

17



SHB.5 Inconsistency in Plan Uniqueness Validation for

updatePlan Function

- Severity: _ - Likelihood: 2

- Status: Fixed « Impact: 2

The updatePlan function in the LockableStakingRewards contract allows updating the at-
tributes of an existing plan. However, it does not check if the new attributes (specifically
the combination of _newDuration, _newApr,and _newDefaultApr) would resultina plan that
duplicates another existing plan. This omission could lead to multiple plans with identi-
cal parameters, which seems to be against the intended design, as the createPlan function

uses _planExists to ensure uniqueness of plans.

SHB.5.1: LockableStakingRewards.sol

273 function updatePlan(

274 uint256 _planld,

215 uint128 newDuration,

276 uintl6 _newApr,

211 uintl6 _newDefaultApr,

218 bool newActive

219 ) external onlyOwner validPlanId(_planId) {

280 require(

281 plans[_planId].exists,

282 "LockableStakingRewards: Plan does not exist."
283 )

284 require(

285 _newDuration > O,

286 "LockableStakingRewards: Invalid new duration."

18



287 );

288 require(_newApr > 0, "LockableStakingRewards: Invalid new apr.");

289 require(

290 _newDefaultApr >= 0,

291 "LockableStakingRewards: Invalid default new apr."
292 )

293

294 // Update the plan attributes
295 plans[_planId] = Plan(

296 _planId,

297 _newDuration,

298 _newApr,

299 _newDefaultApr,

300 _newActive,

301 true

302 )

Introduce avalidation stepinupdatePlanto checkif a plan withthe new parameters already
exists, similar to the check in createPlan. This could be done by calling a modified version
of the _planExists function.

The issue was mitigated by removing the updatePlan function.

SHB.6 Potential Precision Loss in Fee and Reward

Calculations

. Severity; _ - Likelihood: 2

- Status: Fixed « Impact: 2

19



In the contract, there are instances where there is a potential for precision loss in fee and
reward calculations due to the use of integer division or a fixed divisor. This precision loss
can affectthe accuracy of fee calculations and reward distribution, especially when dealing
with small values. It's important to ensure that financial calculations maintain precision to
provide fair and accurate results.

- The attacker prepares a transaction and specifies a fee calculation using the _calcu-
lateFee function with the following values:

- _amount: 100 tokens
. _percentage: 107 (0.1%)
- The attacker sends the transaction to the contract.

- Inside the _calculateFee function, the fee is calculated as:

Fee = (100 % 1017)/10% = 0

- The contract charges a fee of 0 tokens based on the calculation, which is lower than
the expected fee for 0.1% of 100 tokens (expected fee: 0.1tokens).

- The attacker successfully paysalower feethanintended, exploiting the precisionloss
inthe _calculateFee function.

SHB.6.1: LockableStakingRewards.sol

n function _calculateFee(

745 uint256 _amount,

746 uint256 _percentage

707 ) internal pure returns (uint256) {

748 return (_amount * _percentage) / 1e20;
749 }

20



SHB.6.2: LockableStakingRewards.sol

701 function _getReward(

702 uint256 _amount,

703 uint256 _apr,

704 uint256 _duration

705 ) internal pure returns (uint256 _reward) {

706 _reward = (_amount * _apr * _duration) / (365 days * led);
707 }

Toavoid precision lossinfee andreward calculations, consider using fixed-point arithmetic

with a higher precision and appropriate factors to maintain precision.

The team has fixed the issue by verifying the fees if equal to 0 the transaction will be re-
verted.

SHB.7 Potential Denial of Service (DoS) Risk Due to Iterative

Searches

- Severity: [HIEBIEN - Likelihood: 1

. Status: Fixed - Impact: 3

The contract uses iterative searches in multiple functions, such as _findStakelndex,
_planExists. As the size of certain data structures (e.g., stake list or plans) grows, these
iterative searches can lead to high gas costs and make transactions expensive or even
infeasible to execute within the gas limit. In extreme cases, this could be exploitedin a DoS

21



attack, where an attacker creates a large number of elements (stakes or plans) to make

these functions costly or impractical to execute.

SHB.7.1: LockableStakingRewards.sol

563

564

565

566

567

568

569

570

57

572

573

574

for (uint256 i = 0; i < planCounter; ++i) {

Plan storage currentPlan = plans[i];

if (
currentPlan.exists &&
currentPlan.duration == _duration &&
currentPlan.apr == _apr &&
currentPlan.defaultApr == _defaultApr
) A

return true; // A plan with these attributes already

— exists

SHB.7.2: LockableStakingRewards.sol

722

723

724

725

726

for (uint256 i = 0; i < _stakelList.length; ++i) {
if (_stakelList[i].id == _stakeld) {

return 1i;

- Consider using mappings to allow for constant-time lookups instead of iterative

searches. For example, you can use a mapping from stake ID to stake index or
directly to the stake structure, if feasible. Similarly, you can use mappings for plans
or other elements where applicable.

22



- Additionally, consider setting limits or constraints on the maximum number of ele-
ments (e.g., stakes or plans) that can be created to mitigate potential DoS attacks.

Theteam hasfixedthe issue by changing the structure of plans to a mapping, thus removing
the for loop, the same also for the _findStakelndex function.

SHB.8 Mismatch Between The Code and Documentation

- Severity: - - Likelihood: 1

. Status: Fixed - Impact:1

The totallnvestCount attribute in the Investmentinfo struct serves as a counter for the
number of stakes in each plan. It is incremented with each new stake in the _createStake
function. However, there is a discrepancy in the documentation where the Investmentinfo
struct’'s NatSpec comment describes totallnvestCount as the number of stakers in each
plan. This inconsistency between the documentation and the actual implementation can
lead to confusion and potential misinterpretation.

SHB.8.1: LockableStakingRewards.sol

68 / *%

69 * Q@dev a struct containing the investmanet details of each plan

70 * Omember totallnvestAmount , is the total amount of staked in each
— plan

7 * Omember totallnvestCount , is the number of stakers in each plan

72 */

73 struct InvestmentInfo {

23



74 uint256 totallnvestAmount;

75 uint256 totallnvestCount;
76 }

SHB.8.2: LockableStakingRewards.sol
612 planInvestmentInfo[ plan.id].totalInvestAmount += _stakedAmount;

613 ++planInvestmentInfo[_plan.id].totalInvestCount;

Consider updating the NatSpec comment for the totallnvestCount attribute in the Invest-
mentinfo struct to accurately reflect its purpose as the total number of stakes in each plan.
This modification will align the documentation with the implementation, providing clarity to
developers and users and ensuring accurate understanding of the code’s functionality.

Theteam has fixed the issue by changing the Natspecto the correct meaning of totallnvest-

Count.

24



4 Best Practices

BP.1 Redundant Variablein_createStake Function

Inthe _createStake function, thereis an additionalvariable _stakedAmount createdto store
the staked amount, which is then immediately assigned the value of _amount, furthermore
_stakedAmount is inserted as input of the function and returned also without any changes.
This additional variable is not necessary and can be eliminated for code simplification. Re-
move the unnecessary variable _stakedAmount and directly assign the _amount parame-
ter.

BP.1.1: LockableStakingRewards.sol

585 function _createStake(

586 Plan memory _plan,

587 address user,

588 uint256 _amount

589 ) internal returns (uint256 _stakeld, uint256 _stakedAmount) {
590 // Check if the address has staked before

591 if ('hasStaked[user]) {

592 hasStaked[user] = true;

593 stakerList.push(user); // Add the address to the array
59 }

595

596 _stakeld = stakeCounter++;

597 _stakedAmount = _amount;

25



BP.2 RedundantID Field in Plan Struct

The Plan structin the LockableStakingRewards contract includes an id field. However, this
id seems redundant since the Plan struct instances are already being mapped by their IDs
through the mapping(uint256 => Plan) public plans;. This redundancy leads to unnecessary
storage usage and potential confusion. The ID of each plan can be efficiently inferred from
the key used in the mapping, making the explicit id field in the struct unnecessary. Con-
siderremovingtheidfield fromthe Plan structto reduce storage costs and simplify the data
model. Ensurethatall partsofthe contractthat referencethisidare refactoredaccordingly.
This would involve iterating through the keys of the plans mapping wherever necessary to
access or display plan IDs.

BP.2.1: LockableStakingRewards.sol

35 struct Plan {

36 uint256 id;

37 uint128 duration;
38 uintl6 apr;

39 uintl6 defaultApr;
40 bool active;

4 bool exists;

02 }

26



BP.3 Redundancy and Potential Inconsistency in
Investmentinfo Struct

The Investmentinfo structis used to store totalinvestAmount and totallnvestCount for each
plan. However, these values could potentially be derived from other data structures within
the contract, such asiterating over user stakes. Storing them separatelyincreasestherisk
of datainconsistency, especially if updates to these values are not handled atomically with
corresponding stake updates. Additionally, incorporating these fields directly into the Plan
struct could streamline data handling and reduce the need for separate mappings.

- Consider integrating totallnvestAmount and totallnvestCount directly into the Plan
struct. This approach could simplify the contract's data model and reduce the
likelihood of inconsistencies.

- Ensure that these values are updated consistently whenever stakes are created,
modified, or withdrawn. Alternatively, if these values are kept separate for
read-optimization, ensure strict consistency in updating these values alongside
stake modifications.

BP.3.1: LockableStakingRewards.sol

73 struct InvestmentInfo {

74 uint256 totallnvestAmount;
75 uint256 totallInvestCount;
76 }

27



BP.4 Redundancy of hasStaked Mapping

The hasStaked mappinginthe contractisusedtokeeptrackof whetheranaddresshasever
staked. However, this information is redundant, since the same can be inferred from the
userStakes mapping. By checking if the length of the array in userStakes[userAddress] is
greater than zero, one can determine if the user has staked before. The hasStaked map-
ping thus introduces unnecessary state storage, leading to slightly increased gas costs for
stakers and contract deployment. Consider removing the hasStaked mapping. Instead, use
the userStakes mapping to check if a user has staked before by examining the length of the
stake array for that user. Ensure to update all contract functions that currently rely on has-
Staked to use this new method of checking.

BP.4.1: LockableStakingRewards.sol

// Instead of using hasStaked[userAddress]
if (userStakes[userAddress].length > 0) {
// User has staked before

}

BP.4.2: LockableStakingRewards.sol

9 mapping(address => bool) public hasStaked;

28



BP.5 Redundancy of planCounter with
Mapping-based Plan Storage

The planCounter variable is used to keep track of the number of plans and to generate
unique IDs for new plans. However, this approach may be redundant if plans were
implemented as an array instead of a mapping. An array naturally tracks the count and
indexes, which can serve as plan IDs. This change could simplify the contract by
eliminating the need for a separate counter variable and potentially streamline the
process of adding, removing, or accessing plans. Consider changing the plans mapping to
an array of Plan structs (Plan[] public plans;). This way, the length of the array
(plans.length) would automatically serve as the count of plans, and the index in the array
would act as the plan ID. Ensure to update all contract functions that interact with plans to
accommodate this change.

BP.5.1: LockableStakingRewards.sol

// Using an array instead of a mapping
Plan[] public plans;

// Adding a new plan

plans.push(Plan({

duration: \ _duration,

apr: \_apr,

defaultApr: \_defaultApr,

active: true,

exists: true

1D

// Accessing a plan by ID (index)

Plan memory selectedPlan = plans[planId];
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BP.5.2: LockableStakingRewards.sol

98 uint256 public planCounter;
99 mapping(uint256 => Plan) public plans;

BP.6 Inefficient Order of Operations and Potential

Optimizationin createPlan Function

Inthe createPlanfunctionofthe LockableStakingRewards contract, the order of operations
can be optimized for gas efficiency. Currently, the function first increments planCounter
andthen checks if a similar plan already exists using _planExists. This approach can lead to
unnecessary gas consumptionifthe plan already exists. Furthermore, there’'s a suggestion
to optimize the uniqueness check of plans using hashing, but this requires careful consid-

eration.

- Rearrange the order of operations to perform the _planExists check before
incrementing the planCounter. This ensures that gas is not wasted on incrementing
the counter for a plan that already exists.

- Consider replacing the use of integers as keys in the mapping with a hashed repre-
sentation (e.g., using keccak3) for various attributes such as APR and duration. Utilize
these hashed values as keys to access plans within the mapping.

BP.6.1: LockableStakingRewards.sol

234 function createPlan(
235 uintl128 _duration,
236 uintl6 _apr,
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237 uintl6 _defaultApr

238 ) external onlyOwner {

239 require(_duration > 0, "LockableStakingRewards: Invalid duration
— ")

240 require(_apr >= 0, "LockableStakingRewards: Invalid apr.");

201 require(

242 _defaultApr >= 0,

243 "LockableStakingRewards: Invalid default apr."

264 )

245

246 // Using planCounter as the new planld

247 uint256 _planld = planCounter++;

248

249 require(

250 ! planExists(_duration, _apr, _defaultApr),

251 "LockableStakingRewards: Similar plan already exists."

252 );

BP.7 Optimizing Plan Existence Check in
updatePlan Function

In the updatePlan function of the LockableStakingRewards contract, the plan existence
check is conducted by verifying plans|[_planld].exists. An alternative approach could be to
validate the existence of a plan by checking if a key attribute, such as apr, is different from
an uninitialized state (e.g., apr != 0). This approach may streamline the validation process,
especially if exists is only used for this purpose.

- Modify the validPlanld modifier to check if the apr of the plan is different from zero (or
some other uninitialized state) instead of checking plans[_planld].exists.
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- Ensure that this change accurately reflects plan existence and consider edge cases
where apr might legitimately be zero.

Files Affected:

280 require(
281 plans[_planId].exists,
282 "LockableStakingRewards: Plan does not exist."

337 require(_plan.exists, "LockableStakingRewards: Plan does not
— exist.");
338 require(_plan.active, "LockableStakingRewards: Plan does not

< active.");

558 function _planExists(

559 uint256 duration,

560 uint256 _apr,

561 uint256 _defaultApr

562 ) internal view returns (bool) {

563 for (uint256 i = 0; i < planCounter; ++i) {
564 Plan storage currentPlan = plans[i];

565

566 if (

567 currentPlan.exists &&

675 require(_plan.exists, "LockableStakingRewards: Plan does not

— exist.");



BP.8 Redundant Token Argumentin Functions

In the LockableStakingRewards contract, _transferTokenTo, _transferTokenFromTo and
_deductFee functions are called with stakingToken as an argument. This is redundant
because stakingToken is a fixed contract-wide state variable, and its value does not
change across different function calls. Passing it as an argument in these functions is
unnecessary and results in slightly higher gas costs due to the additional data handling.
Simplifying these function calls by removing the redundant token parameter can improve
gas efficiency and code clarity.

- Modify both _transferTokenFromTo, _transferTokenTo and _deductFee functions to
use the stakingToken state variable directly. This eliminates the need to pass
stakingToken as an argument.

- Update all instances where these functions are called to reflect the change in their
signatures.

BP.8.1: LockableStakingRewards.sol

766 function _transferTokenFromTo (

767 IERC20Upgradeable _token,

BP.8.2: LockableStakingRewards.sol

751 function _transferTokenTo(

752 IERC20Upgradeable _token,

BP.8.3: LockableStakingRewards.sol

731 function _deductFee(
732 uint256 _percentage,
733 IERC20Upgradeable _token,
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BP.9 Unnecessary _max Parameter in withdraw
Function

The withdraw functioninthe LockableStakingRewards contractincludes aboolean param-
eter _maxtoindicate whether the user wishes to withdraw the maximum possible amount.
However, this functionality could be handled in the user interface or front-end application,
allowing users to simply enter the maximum amount directly as the _amount parameter.
The inclusion of the _max parameter in the contract adds unnecessary complexity and may
slightlyincrease the gas cost due to the additional logic required to process this parameter.

- Consider removing the _max parameter from the withdraw function. Instead, allow
users to specify the exact amount they wish to withdraw directly.

- Thefront-end application or userinterface can calculate the maximum withdrawable
amount and fillin this value for the user, simplifying the contract’s logic and reducing
gas costs.

- Ensure that the contract’s documentation and user interface clearly communicate
how users can perform a maximum withdrawal.

BP.9.1: LockableStakingRewards.sol

362 function withdraw(
363 uint256 _stakeld,
364 uint256 _amount,
365 bool _max
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BP.10 Redundant Checkfor Archived Stake in with-
draw Function

The withdraw functioninthe LockableStakingRewards contractusesanarchivedflagtoin-
dicate whether a stake has been fully withdrawn. However, this flag may be redundant if the
condition for a fully withdrawn stake (i.e., the user has unstaked their entire balance includ-
ing rewards) can be inferred from other variables. The use of an additional flag for this pur-
pose leads to extra gas consumption each time a stake’s state is updated. Optimizing this
processtoinferthe stake’'s completion from existing variables can save gas and streamline
the contract’s logic.

- Eliminate the archived flag and instead check if the user has fully withdrawn their
stake. This can be done by comparing the paidAmount of the stake against the total
staked amount plus rewards.

- Adjustthe withdraw function to rely on this check, removing the need for the archived
flag.

BP.10.1: LockableStakingRewards.sol

387 require(
388 ! stakeToWithdraw.archived,
389 "LockableStakingRewards: The stake has been archived"

390 )
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BP.11 Improving Clarity and Clean Code by

Converting _planExists to a Modifier

The current implementation of _planExists as a function in the LockableStakingRewards

contract, while functionally sound, can be enhanced interms of code clarity and cleanliness

by converting itinto a modifier. Using a modifier for existence checks offers clearer intent,

reduces repetition, and integrates the check more seamlessly into the function flow. This

approachaligns with clean code principles, makingthe contract more maintainable and un-

derstandable, especially for other developers or auditors who mayinteract with the codein

the future.

- Convert the _planExists function to a modifier, to be used in functions like createPlan

and potentially others where similar checks are required.

« This modification should maintainthe current logic butembed it directly into the func-

tion execution flow, providing a clearer indication of its purpose and usage.

BP.11.1: LockableStakingRewards.sol

558

559

560

561

562

563

564

565

566

567

568

function _planExists(
uint256 _duration,
uint256 _apr,
uint256 _defaultApr
) internal view returns (bool) {
for (uint256 i = 0; i < planCounter; ++i) {

Plan storage currentPlan = plans[i];

if (
currentPlan.exists &&

currentPlan.duration == _duration &&
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569 currentPlan.apr == _apr &&

570 currentPlan.defaultApr == _defaultApr

571 ) o

572 return true; // A plan with these attributes already
— exists

573 }

574 +

575

576 return false; // No matching plan found

571 }

BP.12 Introduce aDedicated Deactivation Function
for Plans

To enhance modularity and improve the clarity of plan management, it is recommended to
create a separate function for deactivating plans. The existing updatePlan function, which
currently takes anewActive parameterto modify the plan’s activity status, can be optimized
by introducing a new function specifically designed for deactivation. This dedicated deacti-
vation function should only require the planld as a parameter, allowing the owner to deac-
tivate a plan without the need to input all of its values.

BP.12.1: LockableStakingRewards.sol

266 VA=

267 * @notice To update an existing plan

28 * Oparam _planId The id of specific plan

269 * @param _newDuration, The duration of each staking plan (between

< startTime and endTime)
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270

2N

272

273

274

275

276

271

278

279

* @param _newApr The apr of the staking plan, with 2 decimals,

— (1=0.01% )

* @param _newDefaultApr The defaukt apr of each staking plan with 2

<~ decimals, (1=0.01% ). After of duration, rewards will be
— calculate based on defaultApr
*/
function updatePlan(
uint256 _planld,
uintl128 newDuration,
uintl6 _newApr,
uintl6 _newDefaultApr,
bool _newActive

) external onlyOwner validPlanId(_planId) {
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5 Tests

«\

should allow the owner to create a new staking plan

\

should not allow duplicate plan IDs

should allow a user to stake tokens
should stake

should allow a user to stake tokens
should not allow staking for an invalid plan
should allow multiple users to stake

should retrieve and verify the details of a staked amount

N N N N N N

should add address to addresses array when staking

should allow a user to withdraw totally

should calculate reward correctly for valid stake

S NI NSNS

after withdraw couldn'’t staked by checking the archived flag

d

<

should allow a user to reStake



v should return staking records for a user

v~ should return correct total staked amount for a user
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6 Conclusion

Inthis audit, we examined the design and implementation of Crowdswap Lock Staking con-
tractand discovered severalissues of varying severity. Crowdswap team addressed all the
issues raised in the initial report and implemented the necessary fixes.

However Shellboxes’ auditors advised Crowdswap Team to maintain a high level of vig-
ilance and participate in bounty programs in order to avoid any future complications.
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7 ScopecFiles

7.1 Audit

Files

MD5 Hash

lock-stake/LockableStakingRewards.sol

35b4féec312bc9a875eab8935574555a

7.2 Re-Audit

Files

MD5 Hash

lock-stake/LockableStakingRewards.sol

2e7a7da%94800521e8920b26a621eas2d
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8 Disclaimer

Shellboxes reports should not be construed as "endorsements” or "disapprovals” of partic-
ularteamsor projects. These reports do not reflect the economics or value of any "product”
or"asset” produced by any team or project that engages Shellboxes to do a security evalua-
tion, nor should they be regarded as such. Shellboxes Reports do not provide any warranty
or guarantee regarding the absolute bug-free nature of the examined technology, nor do
they provide anyindication of the technology’s proprietors, business model, business or le-
gal compliance. Shellboxes Reports should not be used in any way to decide whether to in-
vestinortake partinacertain project. These reports don't offer any kind of investing advice
and shouldnt be used that way. Shellboxes Reports are the result of a thorough auditing
process designed to assist our clients in improving the quality of their code while lowering
the significant risk posed by blockchain technology. According to Shellboxes, each busi-
ness and person is in charge of their own due diligence and ongoing security. Shellboxes
does not guarantee the security or functionality of the technology we agree to research; in-
stead, our purpose isto assistin limiting the attack vectors and the high degree of variation
associated with using new and evolving technologies.
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SHELLBOX

For a Contract Audit, contact us at contact@shellboxes.com

=S
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