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1 Introduction

KommunitasengagedShellBoxes toconductasecurityassessmenton theKommunitasLP

Farm beginning on Feb 2nd, 2024 and ending Feb 7th, 2024. In this report, we detail ourme-

thodical approach to evaluate potential security issues associated with the implementa-

tion of smart contracts, by exposing possible semantic discrepancies between the smart

contract code anddesign document, and by recommending additional ideas to optimize the

existing code. Our findings indicate that the current version of smart contracts can still be

enhanced further due to the presence ofmany security and performance concerns.

This document summarizes the findings of our audit.

1.1 About Kommunitas

The LP Staking Program at Kommunitas stands as a pivotal component within their

decentralized crowdfunding framework. This initiative, designed to enhance liquidity and

incentivize participation, represents a significant evolution in community-driven projects.

Issuer Kommunitas

Website https://www.kommunitas.net

Type Solidity Smart Contract

Documentation kommunitasDocs

AuditMethod Whitebox

1.2 Approach&Methodology

ShellBoxes used a combination of manual and automated security testing to achieve a

balance between efficiency, timeliness, practicability, and correctness within the audit’s

scope. While manual testing is advised for identifying problems in logic, procedure, and

implementation, automated testing techniques help to expand the coverage of smart

contracts and can quickly detect code that does not complywith security best practices.
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1.2.1 RiskMethodology

Vulnerabilities or bugs identified by ShellBoxes are ranked using a risk assessment tech-

nique that considers both the LIKELIHOOD and IMPACT of a security incident. This frame-

work is effective at conveying the features and consequences of technological vulnerabili-

ties.

Its quantitative paradigmenables repeatable and precisemeasurement,while also re-

vealing the underlying susceptibility characteristics that were used to calculate the Risk

scores. A risk level will be assigned to each vulnerability on a scale of 5 to 1, with 5 indicat-

ing the greatest possibility or impact.

− Likelihood quantifies the probability of a certain vulnerability being discovered and

exploited in the untamed.

− Impact quantifies the technical and economic costs of a successful attack.

− Severity indicates the risk’s overall criticality.

Probability and impact are classified into three categories: H, M, and L, which corre-

spond to high,medium, and low, respectively. Severity is determinedbyprobability and im-

pact and is categorized into four levels, namely Critical, High,Medium, and Low.

Im
p
a
c
t High Critical High Medium

Medium High Medium Low

Low Medium Low Low

High Medium Low

Likelihood
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2 FindingsOverview

2.1 Summary

Thefollowingisasynopsisofourconclusionsfromouranalysisof theKommunitasLPFarm

implementation. During the first part of our audit, we examine the smart contract source

code and run the codebase via a static code analyzer. The objective here is to find known

coding problems statically and thenmanually check (reject or confirm) issues highlighted

by the tool. Additionally, we check business logics, system processes, and DeFi-related

componentsmanually to identify potential hazards and/or defects.

2.2 Key Findings

In general, these smart contracts are well-designed and constructed, but their

implementation might be improved by addressing the discovered flaws, which include 1

critical-severity, 1 high-severity, 2medium-severity, 3 low-severity vulnerabilities.

Vulnerabilities Severity Status

SHB.1. Centralization in Rewards DistributionMecha-

nism

CRITICAL Mitigated

SHB.2. Risk of Token Loss andDesynchronization HIGH Fixed

SHB.3. Front RunAttack MEDIUM Fixed

SHB.4. Handling Deflationary Tokens in Stake Func-

tion

MEDIUM Fixed

SHB.5. Floating Pragma LOW Fixed

SHB.6. Missing payment Address Verification LOW Fixed

SHB.7. Missing Validation for Unstake Duration Pa-

rameter

LOW Fixed
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3 FindingDetails

SHB.1 Centralization in RewardsDistributionMechanism

• Severity : CRITICAL

• Status : Mitigated

• Likelihood : 3

• Impact : 3

Description:

The project’s approach to distributing rewards, as described, involves manual calculation

and allocation based on snapshots. This method introduces a significant level of

centralization into the rewards mechanism, relying on the project owner or

administrators to determine and distribute rewards. Such a centralized approach can lead

to several issues, including potential bias, errors in reward calculation, delays in

distribution, and a lack of transparency and trust from the stakeholders. In decentralized

finance (DeFi) and blockchain projects, the expectation is typically for operations,

especially critical ones like rewards distribution, to be automated and trustless,

leveraging smart contracts to ensure fairness, transparency, and security.

Files Affected:

SHB.1.1: KommunitasStakingLP.sol

504 function claim() external {

505 StakeInfo storage stakerInfo = stakes[msg.sender];

506 require(

507 block.timestamp > stakerInfo.claimableEpoch &&

508 stakerInfo.claimableEpoch > 0,

509 "Unstake time is not reached yet"

510 );

511 require(stakerInfo.amount > 0, "No staked amount to claim");

512

7



513 IERC20(payment).safeTransfer(msg.sender, stakerInfo.amount);

514

515 _removeStaker(msg.sender);

516

517 emit Claim(msg.sender, stakerInfo.amount, block.timestamp);

518 }

Recommendation:

To mitigate the risks associated with centralized rewards distribution and align with the

principlesofdecentralization inblockchainprojects, it’s recommended toautomate the re-

wardsmechanism through smart contracts.

• Automated Reward Calculation: Implement smart contract functions that calculate

rewardsbasedonpredefinedcriteriasuchasstakingduration, amountstaked. These

calculations should be transparent and verifiable by anyone to ensure trust.

• On-Chain Reward Allocation: Design the system to automatically allocate rewards

to users’ addresses based on the calculated amounts. This allocation should happen

within the blockchain environmentwithout the need formanual intervention.

Updates

The team has mitigated the risk by implementing a snapshot mechanism in the

KommunitasStakingLp contract. This mechanism records stakers’ information each time

the snapshot function is triggered by the snapshoter at a specific time. This function

calculates users’ stakes and their locked tokens. For more details, the Kommunitas team

has already provided documentation about the Monthly Millionaire Partner Sharing

snapshot and the Stakers Rewards. In this case, rewards will be manually handled based

on the state records stored in the snapshots.

SHB.1.2: KommunitasStakingLP.sol

583 function snapshot() external onlySnapshoter {

584 uint120 snapshotTime = uint120(block.timestamp);

585 uint256 counter = 0;

586 for (uint256 i = 0; i < this.getStakerCount(); ++i) {
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587 StakeInfo storage stakerInfo = stakes[stakers[i]];

588 // set snapshot

589 if (stakerInfo.claimableEpoch == 0) {

590 SnapshotInfo memory snapshotInfo = SnapshotInfo(

591 stakers[i],

592 stakerInfo.amount

593 );

594 snapshots[snapshotTime].push(snapshotInfo);

595 counter++;

596 }

597 }

598 SnapshotPeriod memory sPeriod = SnapshotPeriod(

599 snapshotTime,

600 uint8(counter),

601 totalStakedAmount

602 );

603 snapshotPeriod.push(sPeriod);

604 }

SHB.2 Risk of Token Loss andDesynchronization

• Severity : HIGH

• Status : Fixed

• Likelihood : 2

• Impact : 3

Description:

TheKommunitasStakingLPcontractposesariskof token lockingandpotential desynchro-

nization due to its reliance on a specific global token address (receiver address) for stake,

unstake, and claim token functionalities. While the contract tracks the staked amount of

each user for the global payment address, it allows the contract owner to update this ad-

dress using the updatePayment function.
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This flexibility introduces the riskof inadvertently lockingall user tokensandcreatinga

desynchronization between the staked tokens in the contract and any new tokens thatmay

be introduced.

Files Affected:

SHB.2.1: KommunitasStakingLP.sol

416 struct StakeInfo {

417 uint256 amount;

418 uint256 claimableEpoch;

419 uint256 index;

420 }

SHB.2.2: KommunitasStakingLP.sol

426 mapping(address => StakeInfo) public stakes;

427 address[] public stakers;

SHB.2.3: KommunitasStakingLP.sol

459 function updatePayment(address _payment) external onlyOwner {

460 payment = _payment;

461 }

Recommendation:

Tomitigatethisrisk, it iscrucial toensurecoherenceandconsistency inthecontract logicby

establishinga fixedand immutable tokenaddresswithin the contract. This canbeachieved

by initializing the token address as a constant variable in the contract code. Additionally,

any functions that allow the owner to modify this token address, such as updatePayment,

shouldberemovedtoprevent thepossibilityof inadvertently lockingusertokensorcausing

desynchronization issues.

Updates

The team has addressed the issue by removing the updatePayment function and

implementing immutability for the tokenAddress variable within the contract.
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Consequently, the tokenAddress is now initialized solely during contract deployment, with

no provision formodification through any function.

SHB.2.4: KommunitasStakingLP.sol

436 address public immutable tokenAddress;

SHB.3 Front RunAttack

• Severity : MEDIUM

• Status : Fixed

• Likelihood : 2

• Impact : 2

Description:

The contract owner can update the unstakeDuration variable using the updateUnstakeDu-

ration function. This presents a vulnerability where the owner can front-run user unstake

transactions, potentiallymanipulating theclaimableEpoch in theirStakeInfo. This issueal-

lowstheowner topreemptivelyadjust theunstakedurationduringuser transactions, com-

promising the fairness and transparency of the stake structure.

Files Affected:

SHB.3.1: KommunitasStakingLP.sol

463 function updateUnstakeDuration(

464 uint256 _unstakeDuration

465 ) external onlyOwner {

466 unstakeDuration = _unstakeDuration;

467 }
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Recommendation:

Tomitigate this risk, we propose the following solutions:

• Ensure that user unstake transactions can validate the actual unstake duration by

adding an expectedUnstakeDuration parameter to the function parameters. Validate

that this value should be equal to the actual unstakeDuration contract variable. This

verification will prevent the owner from manipulating the unstake duration during

user transactions.

• Alternatively, add an attribute named unstakeDuration in the StakeInfo struct, which

will be initializedusing thestake transaction. Thisapproachensures that theunstake

duration is recorded at the time of staking, preventing manipulation by the contract

owner during unstake transactions. And, include the expectedDuration parameter in

the stake parameters to prevent front-running during staking actions.

• Or, initialize theunstakeDuration in the contract constructor and remove theupdate-

UnstakeDuration function.

Implementingeitherof thesesolutionsenhances the fairnessand transparencyof thecon-

tract’s stake structure, reducing the risk of front-running attacks and ensuring amore eq-

uitable user experience.

Updates

The team has addressed the issue by adding the _expectedUnstakeDuration parameter in

theunstake functionandensuringvalidation that thisvaluematches theactualunstakeDu-

ration contract variable.

SHB.3.2: KommunitasStakingLP.sol

547 function unstake(uint120 _expectedUnstakeDuration) external {

548 StakeInfo storage stakerInfo = stakes[msg.sender];

549 require(

550 unstakeDuration == _expectedUnstakeDuration,

551 "Unstake duration is not matched!"

552 );
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SHB.4 HandlingDeflationary Tokens in Stake Function

• Severity : MEDIUM

• Status : Fixed

• Likelihood : 2

• Impact : 2

Description:

The stake function allows users to stake tokens by transferring them from the user’s ad-

dress to the contract. However, it does not account for the potential impact of deflationary

tokens,whichautomatically reduce theamount transferredasa feeorburnaportionof the

transaction. This oversight could lead to discrepancies between the amount intended to be

staked by the user and the amount actually received by the contract, affecting the accuracy

of staking records and user balances.

Files Affected:

SHB.4.1: KommunitasStakingLP.sol

473 function stake(uint256 _amount) external {

474 require(_amount > 0, "Stake amount must be greater than zero");

475

476 StakeInfo storage stakerInfo = stakes[msg.sender];

477

478 if (stakerInfo.amount == 0) {

479 stakers.push(msg.sender);

480 stakerInfo.index = stakers.length - 1;

481 }

482

483 stakerInfo.amount += _amount;

484 stakerInfo.claimableEpoch = 0;

485

486 IERC20(payment).safeTransferFrom(msg.sender, address(this),

↪→ _amount);
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487

488 emit Stake(msg.sender, _amount);

489 }

Recommendation:

To address the issue of handling deflationary tokens, it’s recommended to verify the actual

transferred amount and update the staker’s information accordingly. This can be done by

checking the contract’s balance of the token before and after the transfer, rather than rely-

ing on the _amount parameter directly.

Updates

The teamhas resolved the issue by checking the contract’s balance of the token before and

after the transfer and updating the staker info amount (stakerInfo.amount) with the actual

transferred amount to the contract.

SHB.4.2: KommunitasStakingLP.sol

519 function stake(uint128 _amount) external {

520 require(_amount > 0, "Stake amount must be greater than zero");

521

522 // calculate real amount transfered to the contract

523 uint256 balanceBefore = IERC20(tokenAddress).balanceOf(address(

↪→ this));

524 IERC20(tokenAddress).safeTransferFrom(

525 msg.sender,

526 address(this),

527 _amount

528 );

529 uint256 balanceAfter = IERC20(tokenAddress).balanceOf(address(

↪→ this));

530

531 // set _amount based on real amount transferred and then process

↪→ stake

532 _amount = uint128(balanceAfter - balanceBefore);
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533 StakeInfo storage stakerInfo = stakes[msg.sender];

534

535 if (stakerInfo.amount == 0) {

536 stakers.push(msg.sender);

537 stakerInfo.index = uint8(stakers.length) - 1;

538 }

539

540 stakerInfo.amount += _amount;

541 stakerInfo.claimableEpoch = 0;

542 totalStakedAmount += _amount;

543

544 emit Stake(msg.sender, _amount);

545 }

SHB.5 Floating Pragma

• Severity : LOW

• Status : Fixed

• Likelihood : 1

• Impact : 2

Description:

The KommunitasStakingLP contract uses a floating Solidity pragma of 0.8.23, indicating

compatibility with any compiler version from 0.8.23 (inclusive) up to, but not including,

version 0.9.0. This flexibility could potentially introduce unexpected behavior if the

contracts are compiledwith a newer compiler version that includes breaking changes.

Files Affected:

SHB.5.1: KommunitasStakingLP.sol

2 pragma solidity ^0.8.23;
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Recommendation:

It is generally recommended to lock the pragma statement to a specific Solidity compiler

version to ensure consistent behavior across different compiler versions. To achieve this,

consider removing the caret (^) from the pragma statement and specifying a fixed version,

such as pragma solidity 0.8.23.

Updates

The teamhasresolved this issueby fixing thepragmaversionof theKommunitasStakingLP

contract, locking it to 0.8.23.

SHB.6 Missing payment Address Verification

• Severity : LOW

• Status : Fixed

• Likelihood : 1

• Impact : 2

Description:

The contract constructor and the updatePayment function lacks a critical address verifi-

cation check and allows the payment to be set to any address, including address(0). This

absence of address validation poses a potential risk, as setting the payment to address(0)

may block all contract staking features.

Files Affected:

SHB.6.1: KommunitasStakingLP.sol

444 constructor(uint256 _unstakeDuration, address _payment) {

445 owner = msg.sender;

446 unstakeDuration = _unstakeDuration;

447 payment = _payment;

448 }
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SHB.6.2: KommunitasStakingLP.sol

459 function updatePayment(address _payment) external onlyOwner {

460 payment = _payment;

461 }

Recommendation:

To mitigate this issue, it is essential to incorporate a check in the constructor and

updatePayment function to validate that the _payment address is not address(0).

By implementing these checks, the contract can prevent critical functions from being

disabled due to incorrect or malicious address inputs, enhancing overall security and ro-

bustness.

Updates

The teamhasresolved the issuebyaddingazeroaddresscheckon the_tokenAddressvari-

able upon initialization in the constructor and removing the updatePayment function.

SHB.6.3: KommunitasStakingLP.sol

467 constructor(

468 address _tokenAddress,

469 uint120 _minUnstakeDuration,

470 uint120 _maxUnstakeDuration,

471 uint120 _unstakeDuration

472 ) {

473 require(_tokenAddress != address(0), "Invalid token address");
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SHB.7 Missing Validation for UnstakeDuration Parameter

• Severity : LOW

• Status : Fixed

• Likelihood : 1

• Impact : 2

Description:

The smart contract’s constructor and the updateUnstakeDuration function both set the

unstakeDuration parameter without any validation checks. This absence of validation

could potentially allow setting a duration that is either too short or too long (which could

lock users’ funds for an impractical amount of time). Depending on the intended

functionality and security requirements of the contract.

Files Affected:

SHB.7.1: KommunitasStakingLP.sol

444 constructor(uint256 _unstakeDuration, address _payment) {

445 owner = msg.sender;

446 unstakeDuration = _unstakeDuration;

447 payment = _payment;

448 }

SHB.7.2: KommunitasStakingLP.sol

463 function updateUnstakeDuration(

464 uint256 _unstakeDuration

465 ) external onlyOwner {

466 unstakeDuration = _unstakeDuration;

467 }
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Recommendation:

To mitigate these risks, it is recommended to introduce validation checks for the

unstakeDuration parameter in both the constructor and the updateUnstakeDuration

function. These checks should ensure that the unstake duration is within reasonable and

secure bounds.

Updates

The team has addressed the issue by adding minUnstakeDuration and maxUnstakeDura-

tion variables and implementing verification to ensure that the unstakeDuration remains

within the specified bounds

SHB.7.3: KommunitasStakingLP.sol

474 require(

475 _unstakeDuration >= _minUnstakeDuration &&

476 _unstakeDuration <= _maxUnstakeDuration,

477 "Unstake duration is out of bound"

478 );

SHB.7.4: KommunitasStakingLP.sol

500 function updateUnstakeDuration(

501 uint120 _unstakeDuration

502 ) external onlyOwner {

503 require(

504 _unstakeDuration >= minUnstakeDuration &&

505 _unstakeDuration <= maxUnstakeDuration,

506 "Unstake duration is out of bound"

507 );

508 unstakeDuration = _unstakeDuration;

509 }
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4 Best Practices

BP.1 Gas-Efficient Struct Packing

Description:

Optimizing storage for the StakeInfo struct can significantly enhance gas efficiency by uti-

lizing tighter packing of its variables. The original struct definition allocatesmore storage

spacethannecessaryforeachvariable. Byrepackingthevariables,wecanreducethestor-

age footprint of the structwhilemaintaining the integrity of thedata. For instance, convert-

ing uint256 variables to smaller data types like uint128 and uint8 can effectively reduce gas

costs associatedwith storage operations.

BP.1.1: KommunitasStakingLP

416 struct StakeInfo {

417 uint128 amount;

418 uint120 claimableEpoch;

419 uint8 index;

420 }

By repacking the struct variables in this manner, we optimize storage usage and im-

prove gas efficiency, resulting in cost savings for contract interactions.

Files Affected:

BP.1.2: KommunitasStakingLP.sol

416 struct StakeInfo {

417 uint256 amount;

418 uint256 claimableEpoch;

419 uint256 index;

420 }
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Status - Fixed

BP.2 RenameContract Variables

Description:

TheKommunitasStakingLPcontract implementsa two-stepownerupdateprocessusinga

proposed owner address first, which is set into the receiver variable in the contract. Sub-

sequently, this receiver should confirm and call the updateOwner function to become the

new owner. We recommend renaming this receiver variable to a more accurate name re-

flecting its purpose, such as proposedOwner. Additionally, the token address variable in

this staking contract, named payment, may lead to confusion. We recommend renaming it

to tokenAddress orwith the tokenname, for example, KOM_TOKEN. Thiswill ensure trans-

parency and clear understanding of its purpose, enhancing readability andmaintainability

of the contract code.

Files Affected:

BP.2.1: KommunitasStakingLP.sol

423 address public receiver;

424 address public payment;

Status - Fixed
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5 Conclusion

We examined the design and implementation of Kommunitas LP Farm in this audit and

found several issues of various severities. We advise Kommunitas team to implement the

recommendations contained in all 7 of our findings to further enhance the code’s security.

It is of utmost priority to start by addressing the most severe exploit discovered by the

auditors then followed by the remaining exploits, and finally we will be conducting a

re-audit following the implementation of the remediation plan contained in this report.

We would much appreciate any constructive feedback or suggestions regarding our

methodology, audit findings, or potential scope gaps in this report.
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6 Scope Files

6.1 Audit

Files MD5Hash

KommunitasStakingLP.sol 94f27e6a9a112dcb78f8c259c1395bd5

6.2 Re-Audit

Files MD5Hash

KommunitasStakingLP.sol 5fa168acc1fe9779d250343772a03066
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7 Disclaimer

Shellboxes reports shouldnot beconstruedas ”endorsements” or ”disapprovals” of partic-

ular teamsorprojects. These reportsdonot reflect theeconomicsor valueof any ”product”

or ”asset” producedbyany teamorproject thatengagesShellboxes todoasecurityevalua-

tion, nor should they be regarded as such. ShellboxesReports do not provide anywarranty

or guarantee regarding the absolute bug-free nature of the examined technology, nor do

theyprovideany indicationof the technology’sproprietors, businessmodel, businessor le-

gal compliance. ShellboxesReports should not be used in anyway to decidewhether to in-

vest inor takepart inacertainproject. These reportsdon’t offeranykindof investingadvice

and shouldn’t be used that way. Shellboxes Reports are the result of a thorough auditing

process designed to assist our clients in improving the quality of their codewhile lowering

the significant risk posed by blockchain technology. According to Shellboxes, each busi-

ness and person is in charge of their own due diligence and ongoing security. Shellboxes

doesnot guarantee thesecurity or functionality of the technologyweagree to research; in-

stead, our purpose is to assist in limiting theattack vectors and thehighdegreeof variation

associatedwith using newand evolving technologies.
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For a Contract Audit, contact us at contact@shellboxes.com
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